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The growth of Indonesia’s digital economy has driven a
significant transformation in transaction patterns while
posing new challenges regarding consumer protection.
Although the Consumer Protection Law and Personal Data
Protection Law have been passed, they are not considered
optimal in responding to the complexity of the digital
ecosystem. This research uses a descriptive qualitative
approach based on a structured literature review combined
with doctrinal legal analysis and thematic synthesis. This
study aims to evaluate the effectiveness of consumer
protection regulations in e-commerce transactions in
Indonesia by examining legal studies, consumer behavior, and
international regulatory comparisons through a literature
review approach. The study’s results show that regulatory
implementation =~ weaknesses, low  digital literacy,
insufficiently standardized online dispute resolution
mechanisms, and institutional enforcement and supervisory
gaps remain important obstacles. Additionally, an overly rigid
ex-ante regulatory approach has the potential to stifle digital
innovation. Therefore, adaptive, participatory policy
reformulation based on the principle of equitable consumer
protection is needed.
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1. INTRODUCTION

The digitalization of the economy has accelerated the development of digital business activities
in Indonesia, including fintech and other technology-enabled services, creating a growing need for
an adaptive legal framework to balance innovation, consumer protection, and accountability. This
shift has significantly affected communication, education, financial transactions, and business
operations (Kharisma, 2020). The transformation of the digital economy has also created new forms
of interaction and knowledge sharing through digital platforms, reflecting the changing nature of
economic activity in the digital era (Yang et al.,, 2024). Indonesia’s digital economy has expanded
rapidly through e-commerce, digital transportation, educational technologies, and fintech services.
This development requires an adaptive legal framework capable of balancing innovation, market
development, consumer protection, and accountability. The development of an inclusive digital
economy also requires cooperation among public and private actors and broader institutional
coordination within the digital ecosystem (Ha & Chuah, 2023). A robust and inclusive digital
ecosystem requires collaboration among government institutions, private-sector actors, academia,
and civil society. In this context, digital consumer protection must be understood not only as a matter
of individual consumer awareness but also as a matter of platform governance, corporate
compliance, data protection, and effective digital dispute resolution.

The e-commerce ecosystem is also increasingly connected with transportation, logistics, and
supply-chain activities because digital transactions depend on fulfillment, delivery, information
exchange, and coordination among multiple service actors. This connection is particularly relevant
in Indonesia, where the growth of e-commerce creates increasing demand for reliable and integrated
logistics services. Recent transportation and logistics research published in SKYHAWK also identifies
the growth of e-commerce as a factor intensifying demand for fast, reliable, and integrated logistics
distribution (Candrarahayu et al, 2026). From a consumer-protection perspective, this
interconnected ecosystem means that digital consumer protection cannot be considered solely at the
point of online transaction; it also relates to the governance of service interfaces that support the
delivery and fulfillment of digitally purchased goods.

Nevertheless, digital transformation presents considerable legal challenges, particularly in
consumer protection, platform accountability, and personal data privacy. Indonesia has responded
through Law No. 8 of 1999 on Consumer Protection (UUPK), Law No. 27 of 2022 on Personal Data
Protection (PDP Law), Law No. 11 of 2008 on Electronic Information and Transactions as amended,
most recently, by Law No. 1 of 2024, and Government Regulation No. 80 of 2019 on Trading Through
Electronic Systems. Law No. 1 of 2024, effective since 2 January 2024, amended several provisions of
the ITE Law and is relevant to the governance of electronic systems, users, and digital information
(Indonesia, 2024). These instruments demonstrate that Indonesia has developed a substantial legal
framework; however, the central challenge is increasingly located in implementation, institutional
supervision, platform accountability, and the compatibility of regulatory mechanisms with rapidly
changing digital markets.

Recent literature also reveals a gap between formal legal rules and their implementation.
Digital marketplaces operate within a broader transaction and service ecosystem that includes
sellers, platforms, payment providers, fulfillment services, and transportation or delivery actors.
Within this ecosystem, digital marketplaces already operate internal complaint and dispute-
resolution mechanisms, including refund procedures, transaction verification, escrow arrangements,
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seller sanctions, and platform-based complaint handling. These mechanisms can be understood as a
decentralized or platform-based form of Online Dispute Resolution (ODR). However, their legal
position, procedural transparency, accountability, human-review mechanisms, and relationship with
formal dispute-resolution institutions remain insufficiently standardized. At the same time, the
regulatory position of platforms must be distinguished from the liability of sellers. For Private
Electronic System Providers (PSE), Minister of Communication and Informatics Regulation No. 5 of
2020, as amended by Regulation No. 10 of 2021, provides an important regulatory foundation for
registration, governance, content moderation, and platform responsibilities (Republic of Indonesia,
2020).

Comparative research also demonstrates that personal data protection requires structural
accountability rather than relying exclusively on consumer awareness. Indonesia’s PDP Law
establishes obligations for data controllers and processors, including requirements concerning
lawful processing, security, accountability, and the appointment of officials or officers performing
personal data protection functions in specified circumstances under Article 53 (Indonesia, 2022).
The law therefore supports a corporate-compliance approach in which protection is incorporated
into organizational processes and system design. The principles commonly associated with Privacy
by Design and Privacy by Default are relevant in this context because privacy safeguards should be
considered from the design stage of digital services rather than imposed only after a violation occurs.
Nevertheless, regulatory safeguards must remain proportionate so that consumer protection does
not unnecessarily suppress innovation. The effectiveness of digital regulation therefore depends on
balancing ex-ante safeguards, ex-post enforcement, institutional capacity, and consumer rights.

In light of these considerations, this study aims to evaluate the adequacy and effectiveness of
Indonesia’s consumer protection framework in addressing the evolving challenges of e-commerce
and the broader digital economy. The analysis focuses on the interaction between the Consumer
Protection Law (UUPK), the Personal Data Protection Law (PDP Law), the ITE Law as amended by
Law No. 1 of 2024, Government Regulation No. 80 of 2019, and regulations governing electronic
system providers and electronic commerce. Particular attention is given to the gap between formal
regulatory provisions and practical implementation, including consumer literacy, corporate
compliance, platform accountability, privacy governance, platform-based online dispute resolution
(ODR), and comparative regulatory developments. Accordingly, this study addresses three research
questions: (1) How adequate and effective is Indonesia’s existing legal framework for protecting
consumers in e-commerce transactions in addressing the challenges of the digital economy? (2) What
implementation, institutional, platform-accountability, privacy-governance, and dispute-resolution
gaps affect the effectiveness of consumer protection in Indonesia’s e-commerce ecosystem? and (3)
What regulatory lessons and policy directions from comparative approaches can support a more
adaptive, accountable, and consumer-oriented framework for e-commerce regulation in Indonesia?

The contribution of this study lies in providing an integrated legal synthesis that connects
Indonesia’s fragmented consumer-protection, personal-data, electronic-transaction, and platform-
governance frameworks with their practical implementation challenges. Rather than treating
consumer literacy, corporate compliance, platform accountability, and dispute resolution as separate
regulatory issues, the study examines them as interconnected components of digital consumer
protection. In particular, the analysis conceptualizes marketplace complaint-handling and dispute-
resolution mechanisms as an emerging form of decentralized, platform-based ODR and identifies the
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minimum legal safeguards required for transparency, fairness, human review, data protection,
evidence preservation, accountability, and escalation to formal dispute-resolution institutions. The
study further connects these findings with comparative regulatory developments to formulate policy
directions for a more adaptive and accountable consumer-protection framework in Indonesia.

2. METHODS

Research Design

This study employed a descriptive qualitative research design using a structured literature
review combined with doctrinal legal analysis and thematic synthesis. The review was designed to
examine the adequacy and implementation of Indonesia’s consumer protection framework in e-
commerce and to identify regulatory lessons from comparative approaches. In accordance with the
research questions, the analysis focused on the relationship between consumer protection law,
electronic transactions, personal data protection, platform governance, institutional enforcement,
online dispute resolution, and comparative regulatory developments.

The review was conducted as a structured literature review with doctrinal and thematic legal
analysis rather than a statistical systematic review or meta-analysis. The study did not estimate
causal effects or produce quantitative effect-size estimates. Instead, it synthesized legal norms,
scholarly findings, comparative regulatory developments, and documented policy issues to address
the research questions concerning the adequacy, implementation gaps, and future regulatory
directions of consumer protection in Indonesia’s e-commerce ecosystem.

Population and Sample

For this literature-based study, the population consisted of scholarly publications relevant to
consumer protection and regulation in the digital economy, particularly e-commerce and electronic
transactions. The evidence sample consisted of scholarly journal articles selected through predefined
eligibility criteria. The literature search used five academic search and discovery platforms identified
in the research design: Google Scholar, ResearchGate, ScienceDirect, SpringerLink, and the Directory
of Open Access Journals (DOAJ). The search strategy used nine predefined keywords: “digital
” “online consumer protection policy,” “digital
economy legal certainty,” “digital consumer protection,” “Indonesian digital economy regulation,”
“electronic transaction regulation,” “personal data protection law,” and “ITE Law.”

For the search strategy, the predefined keywords were conceptually organized using Boolean
operators to combine broader digital-economy and legal-regulatory terms with consumer-
protection, electronic-commerce, data-protection, and ITE-related terms. The search framework
therefore used OR to combine related terms within a conceptual category and AND to connect the
relevant categories. [llustrative combinations included (“digital economy law” OR “digital economy
regulation” OR “digital economy legal certainty”) AND (“consumer protection” OR “online consumer
protection” OR “digital consumer protection”), as well as (“electronic transaction regulation” OR “ITE
Law”) AND (“consumer protection” OR “e-commerce”). These combinations were used as a
reproducible search framework for identifying literature relevant to the research questions.

The literature was restricted to publications issued between 2015 and 2025, written in
Indonesian or English, available in full text, and substantively relevant to consumer protection, e-
commerce, digital economy regulation, electronic transactions, personal data protection, platform

economy law,” “fintech and economic law in Indonesia,

» «

governance, or online dispute resolution. Comparative studies were included when their regulatory
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findings provided relevant lessons for Indonesia. Publications were excluded when they were outside
the 2015-2025 period, duplicate records, lacked sufficient relevance to the research questions,
focused exclusively on technical, economic, marketing, or other non-legal issues without a relevant
regulatory dimension, lacked verifiable full-text information, or did not provide a substantive
contribution to the analysis.

The quality of the included literature was assessed through relevance, substantive contribution
to the research questions, availability of verifiable full-text information, and the extent to which each
publication provided a clear legal, regulatory, institutional, or comparative basis for analysis. Because
this study is a qualitative legal literature review rather than a quantitative systematic review or meta-
analysis, no statistical risk-of-bias instrument or effect-size appraisal was applied. Studies that did
not meet the substantive relevance and source-verifiability requirements were excluded from the
core evidence base.

The screening process consisted of identification, duplicate removal, title and abstract
screening, full-text eligibility assessment, and final inclusion. The original database-level search log
was not retained; therefore, the exact number of records retrieved from each platform, duplicates
removed, records screened, full texts assessed, and records excluded at each stage cannot be
reconstructed reliably. For this reason, the study does not report retrospective PRISMA flow counts
that could not be verified. Instead, the review transparently reports the search platforms, predefined
keywords, eligibility criteria, screening stages, and final evidence base. Following the eligibility
assessment, 25 journal articles were retained as the core scholarly evidence base for the qualitative
synthesis.

Table 1. Evidence Base of Included School 1

Context /

No. Author(s) & Year Main Focus
Scope

Key Relevance to the Review RQ

Digital econom Provides contextual
Kharisma, 2020 & y

1 (Kharisma, 2020) and fintech Indonesia
' regulation

understanding of Indonesia’s
digital economy and the need
for adaptive legal regulation.

RQ1

Provides contextual evidence

on the changing digital-
economy environment RQ1
underlying the need for
adaptive regulation.

Yang et al,, 2024 Digital economy  Digital
(Yang et al, 2024) development economy

Provides regional context on

Digital
11Tl €CONOmY ¢ theast digital-economy development

Ha & Chuah, 2023

3 hall d RQ3
(Ha & Chuah, 2023) cha enge.s .an Asia and cooperation among public Q
opportunities ,
and private actors.
E i legal
Susanti Sari et al, Legal protection :szz(l:rtlif)sn arf((j)ri:;mi;tiosg:f
4 2024 (Susanti Sari  in e-commerce Indonesia p , p , RQ1
) consumers in  electronic
etal., 2024) transactions
commerce.
E-commerce Identifies regulatory
5 Azzaprillia, 2023 opportunities Indonesia challenges involving consumer RQ1/RQ2

(Azzaprillia, 2023)  and legal protection, personal data,
challenges
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] Context / .

No. Author(s) & Year Main Focus Scope Key Relevance to the Review RQ
competition, intellectual
property, and taxation.

Examines the implementation
f Regulation No.
g Azsetal, 2024 C::tsétrt?srrl ine-  Indonesia Zo G::;/ ezrggen;ndegisfztrl;r;tiol RQ1/RQ2
(Romdoni, 2024) P o : :
commerce obligations in  electronic
transactions.
Provides a case study
Wibowo & Retno Consumer illustrating consumer-

7 Mumpuni, 2024 protection and Grab Toko  protection problems and RQ2
(Wibowo & Retno platform platform delayed complaint resolution
Mumpuni, 2024) responsibility in an e-commerce platform

context.
. . Cybercrime and Highlights. cybeljcrirr.le, data
Lubis, 2022 (Lubis, ) forgery, privacy violations, and
8 e-commerce Indonesia . RQ2
2022) ) challenges to conventional
transactions
enforcement.
Septiningsih & Identifies continuing
. Consumer )
Karimullah, 2024 . ) consumer-literacy and

9 L protectioninthe Indonesia ) RQ2
(Septiningsih & dicital era consumer-protection
Karimullah, 2024) g challenges in e-commerce.

Provid legal lysi f
Dudi Badruzaman, Legal protection c;z‘slllmir egiot;ﬁ)zsw anod
10 2025 (Dudi of consumersin  Indonesia ) .p ) RQ1/RQ2
implementation challenges in
Badruzaman, 2025) e-commerce i .
online transactions.
. Personal data . Examine's’ implications  of

11 Fauzie, 2024 rotection and Indonesia / Indonesia’s Personal Data RQ2

(Fauzie, 2024) p ) loT Protection Law for data privacy
privacy e .
and institutional protection.
Identifi bet f 1
Judijanto et al., Data-protection daet;l ! ;?)ie%iifn € V\;zer;l::ir:;s
12 2024 (Judijanto et regulation and Indonesia P . ) & . RQ2
i ) and practical implementation
al, 2024) privacy rights ) i
of privacy rights.
Provides evidence concerning
Handoyo, 2024 Consumer trust, E- trust, perceived risk, security,

13 . . . RQ2
(Handoyo, 2024) risk and security commerce and electronic word-of-mouth

in digital purchasing.
Rohaini et al, 2025 Online dispute E g)]()afznii‘ls Suigteior:lee(tjo toir;ef:;\r/:

14  (Rohainietal, . P & . P RQ2
2025) resolution commerce legal certainty and consumer

protection.
Hardigaluh & Comparative Indonesia,  Provides comparative evidence

15 Pulungan, 2022 consumer- India & on legal certainty and RQ3
(Hardigaluh & protection United consumer protection across
Pulungan, 2022) regulation States
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] Context / .

No. Author(s) & Year Main Focus Scope Key Relevance to the Review RQ
different regulatory
approaches.

. Provides comparative evidence
. . Ex-ante and ex- Comparati .
Arai, 2025 (Arai, - . concerning regulatory
16 post digital ve digital ) RQ3
2025) i approaches and adaptive
regulation markets .
regulation in digital markets.
Bintarawati & . Examines the effectiveness of
. Effectiveness of .
Rismana, 2024 . consumer protection law for e-
17 . . consumer Indonesia . .. RQ1
(Bintarawati & ) commerce users in the digital
. protection law
Rismana, 2024) economy era.
Dzuhriyan et al., Consumer legal Identifies  challenges and
18 2025 . pro.tection in Indonesia opportunities i.n consgm?r RQ1/RQ2
(Dzuhriyan et al., online legal protection within
2025) transactions Indonesia’s digital economy.
Widiarty et al., Consumer Examines consumer rights and
19 202.4. protectior.l in Indonesia legal safeguards in I.ndonesian RQ1
(Widiarty et al,, commercial commercial transactions.
2024) transactions
Provides a legal framework for
20 Satwil.<o, 2021 Privacy.and data Indonesia understanding privac.y ar?d RQ2
(Satwiko, 2021) protection personal-data protection in
Indonesia.
Sudarwanto & , ) Provides comparative
Kharisma, 2021 Comparative Indonesia, regulator erspectives on
21 ’ personal-data Hong Kong & y  berspecn RQ2/RQ3
(Sudarwanto & rotection & Malavsia personal-data protection and
Kharisma, 2021) P y institutional safeguards.
Maleno & . . Compares data-p.rotec.ti.on
Kusumawati Comparative Indonesia, frameworks and identifies
22 data-protection EU & regulatory practices relevant RQ2/RQ3
(2024)(Maleno & law California to rivac rotection in
Kusumawati, 2024) P ) y P
Indonesia.
Examines the relationship
Iman, 2024 Data, privacy and Digital between personal data,
23 . . . RQ2
(Iman, 2024) digital platforms  platforms privacy, and digital-platform
governance.
Provides comparative evidence
Belwal et al., 2020 Consumer on consumer brotection in
24  (Belwaletal, protectionand e- Oman . p RQ3
electronic commerce from
2020) commerce e
another jurisdiction.
e G
Salisu et al., 2025 policy and ) &
25 , , ASEAN commerce cooperation and RQ3
(Salisu etal,, 2025)  regional ,
, regulatory strategies among
cooperation

ASEAN countries.
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Data Collection Technique

Data were collected through documentary literature searching and legal-document review.
Scholarly publications were identified using the predefined keywords and search platforms, while
primary legal materials were collected separately as authoritative sources for the doctrinal analysis.
The primary legal materials examined included the Consumer Protection Law, Personal Data
Protection Law, ITE Law as amended by Law No. 1 of 2024, Government Regulation No. 80 of 2019,
and regulations concerning electronic system providers and electronic commerce. These legal
materials were not treated as journal articles in the evidence sample but were analyzed alongside
the selected scholarly literature to assess the development and implementation of Indonesia’s
regulatory framework.

Because the original database-level search log was not retained, the number of records initially
retrieved from each platform could not be reconstructed reliably. Accordingly, database-specific
retrieval counts are not retrospectively reported. Instead, the study documents the search platforms,
keywords, eligibility criteria, screening stages, and final evidence base of 25 journal articles to
maintain methodological transparency.

Data Analysis Technique

The selected literature was analyzed using thematic synthesis and doctrinal legal
interpretation. First, the 25 selected journal articles were organized according to their relevance to
the three research questions. Second, each article was coded according to its substantive focus,
regulatory issue, institutional or actor dimension, and relevance to RQ1, RQ2, or RQ3. The thematic
coding focused on the effectiveness of the consumer protection framework, implementation and
institutional gaps, platform accountability, consumer literacy, corporate compliance, personal-data
and privacy governance, online dispute resolution, and comparative regulatory approaches. Third,
related codes were grouped into broader analytical themes that corresponded to the structure of the
Results and Discussion sections. Fourth, the findings from the scholarly literature were examined
alongside the relevant Indonesian legal framework. Fifth, the evidence was synthesized to distinguish
documented findings from doctrinal interpretation and the authors’ normative analysis. This
analytical distinction was used to ensure that findings reported from the literature were not
presented as empirical findings generated independently by the authors. Finally, the synthesized
evidence was used to formulate the regulatory analysis and policy directions concerning consumer
protection in Indonesia’s e-commerce ecosystem.

3. RESULTS

Findings on the Indonesian Consumer Protection Framework

The reviewed literature indicates that Indonesia has developed a substantial legal framework
for consumer protection in e-commerce. The Consumer Protection Law (UUPK), ITE Law as amended
by Law No. 1 of 2024, Personal Data Protection Law, Government Regulation No. 80 of 2019, and
regulations concerning electronic system providers and electronic commerce collectively provide
legal foundations for digital transactions and consumer protection. Sari et al. (2024) emphasize the
continuing importance of consumer protection because consumers may have weaker economic
resources, information, education, and bargaining power than business actors (Susanti Sari et al.,
2024).
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The literature also identifies continuing regulatory and implementation challenges. Azzaprillia
(2024) identifies consumer and personal-data protection, business competition, intellectual
property, and taxation among the regulatory issues associated with e-commerce development in
Indonesia (Azzaprillia, 2023). Romdoni (2024) notes that the implementation of Government
Regulation No. 80 of 2019, including requirements concerning business information, remains
uneven. These findings indicate that the existence of legal provisions does not automatically ensure
consistent implementation across digital transactions (Romdoni, 2024).

The reviewed literature further identifies challenges associated with cybercrime, data forgery,
privacy violations, and other digital risks (Lubis, 2022). Wibowo and Mumpuni (2024), through their
case study of the Grab Toko platform, document consumer-protection problems associated with e-
commerce transactions and complaint resolution. Taken together, these findings show that
consumer protection in e-commerce involves not only substantive consumer rights but also
implementation, platform governance, information management, and access to remedies (Wibowo &
Retno Mumpuni, 2024).

Findings on Consumer Literacy, Corporate Compliance, and Privacy Governance

The reviewed literature identifies consumer literacy as an important component of digital
consumer protection. Septiningsih (2024) and Badruzaman (2025) identify continuing gaps in
consumer understanding of rights and complaint procedures (Dudi Badruzaman, 2025; Septiningsih
& Karimullah, 2024). Fauzie (2024) and Judijanto et al. (2024) also identify challenges concerning
privacy awareness and the implementation of data-protection rights (Fauzie, 2024; Judijanto et al,,
2024). The literature further indicates that consumer protection involves obligations beyond
consumer awareness. The Personal Data Protection Law establishes obligations for personal-data
controllers and processors, including organizational responsibilities for personal-data protection.
Handoyo (2024) identifies trust, perceived risk, perceived security, and electronic word-of-mouth as
relevant factors in digital purchasing behavior (Handoyo, 2024). Satwiko (2021), Sudarwanto and
Kharisma (2022), and Maleno and Kusumawati (2024) provide additional perspectives concerning
Indonesia’s personal-data protection framework and comparative data-protection regulation
(Maleno & Kusumawati, 2024; Satwiko, 2021; Sudarwanto & Kharisma, 2021).

The reviewed evidence therefore identifies two interconnected dimensions of digital consumer
protection: consumer capability and institutional or corporate safeguards. The literature does not
support an approach based exclusively on consumer awareness, as privacy and transaction risks are
also affected by organizational compliance, platform practices, and regulatory supervision.

Findings on Platform-Based Dispute Resolution and Comparative Regulation

The literature identifies the emergence of digital and platform-based mechanisms for handling
consumer complaints and disputes. Rohaini et al. (2025) discuss the development of online dispute-
resolution mechanisms in e-commerce, including technology-assisted complaint handling (Rohaini
et al, 2025). Government Regulation No. 80 of 2019 also provides a legal basis for electronic
complaint and dispute-resolution arrangements. The reviewed literature also provides comparative
evidence. Hardigaluh and Pulungan (2022) compare consumer-protection regulation in Indonesia,
India, and the United States, identifying differences in regulatory approaches concerning legal
certainty, transparency, and consumer protection (Hardigaluh & Pulungan, 2022). Belwal et al.
(2021) provide evidence from Oman concerning consumer protection and electronic commerce,
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while Salisu et al. (2025) examine policy developments affecting e-commerce cooperation among
ASEAN countries (Belwal et al., 2020; Salisu et al., 2025).

Comparative data-protection literature also identifies institutional accountability as an
important element of effective regulation. Sudarwanto and Kharisma (2022) compare data-
protection regulations in Indonesia, Hong Kong, and Malaysia, while Maleno and Kusumawati (2024)
compare Indonesia’s framework with the European Union and California (Maleno & Kusumawati,
2024; Sudarwanto & Kharisma, 2021). The comparative literature indicates differences in
institutional arrangements, regulatory design, and approaches to digital consumer and data
protection.

4. DISCUSSION

Regulatory Fragmentation and Shared Responsibility

The findings indicate that the central challenge in Indonesian digital consumer protection is
not merely the absence of legal instruments. Indonesia has established multiple legal instruments
governing consumer rights, electronic transactions, personal data protection, and electronic
commerce. The more significant issue concerns the coordination, implementation, and enforcement
of these instruments across different actors and institutional domains. This regulatory fragmentation
has practical implications because e-commerce transactions involve multiple actors, including
consumers, sellers, platforms, payment providers, and public authorities. Each actor performs
different functions and consequently requires a corresponding allocation of rights, obligations, and
responsibilities. Consumer protection therefore cannot be addressed effectively through a single
regulatory instrument or by placing responsibility exclusively on consumers or sellers.

The findings support a shared-responsibility approach in which consumer protection is
distributed according to the role and function of each actor within the digital transaction ecosystem.
Such an approach requires consistency between substantive consumer rights, platform obligations,
personal-data governance, institutional supervision, and mechanisms for resolving consumer
complaints and disputes.

Platform Accountability and Differentiated Liability

The findings concerning the Grab Toko case demonstrate the practical importance of platform
accountability in e-commerce transactions. However, platform accountability should not be
interpreted as establishing identical liability for every e-commerce platform or as automatically
equating platforms with sellers. The responsibility of each actor needs to be determined according
to its role, contractual relationship, activities, and applicable legal obligations. This distinction
becomes increasingly relevant as digital platforms perform functions beyond providing technological
infrastructure. Platforms may facilitate transaction information, payment processes, seller
management, consumer complaints, and other aspects of marketplace governance. Their position
within the transaction structure therefore creates responsibilities that are different from, but
complementary to, those of sellers.

Accordingly, the regulatory framework should establish differentiated responsibilities based
on the actual functions performed by each actor. Sellers remain responsible for their products,
services, and compliance with applicable consumer-protection obligations, while platforms should
be accountable for functions and risks arising from their own systems and marketplace activities.
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This allocation can provide greater legal clarity while preventing either excessive platform liability
or insufficient accountability for platform-related risks.

This differentiated responsibility is also relevant when e-commerce transactions are connected
with fulfillment, transportation, and delivery services. In such transactions, consumer protection
may involve several interconnected service interfaces, including the seller, digital platform, payment
or fulfillment provider, and transportation or delivery service provider. The allocation of
responsibility should therefore consider the specific function performed by each actor, the degree of
control over the relevant transaction or service stage, and the applicable legal obligations. This
approach allows consumer protection to be extended across the digital commerce and logistics
ecosystem without imposing identical liability on actors that perform different functions.

The distinction between platform accountability and seller liability should also be considered
in relation to the intermediary function of digital platforms. PP No. 80 of 2019 recognizes
intermediary services and provides differentiated treatment for certain intermediary functions,
including mere conduit, caching, and hosting. For hosting functions, the regulatory framework
provides a conditional limitation of responsibility where the intermediary lacks actual knowledge of
unlawful information and, after obtaining such knowledge, takes the required action to remove or
disable access to the relevant information. This framework can be understood as a form of
conditional safe-harbor approach rather than an absolute exemption from liability. Accordingly, a
platform should not be treated as automatically liable for every act of a seller merely because the
transaction occurs through its system. However, the platform’s responsibility may arise from its own
functions, regulatory obligations, knowledge, control, or failure to take appropriate action after
receiving information concerning unlawful content or conduct (Indonesia, 2019).

The possibility of platform liability should also be distinguished from the potential application
of Article 1365 of the Indonesian Civil Code concerning unlawful acts (voor Indonesie, 2014). Article
1365 establishes liability where the elements of an unlawful act, fault, loss, and causal relationship
are satisfied. Therefore, the involvement of both a seller and a platform in the same transaction does
not by itself establish joint liability. Joint or concurrent responsibility would require an assessment
of the conduct of each actor and whether the platform’s own act or omission contributed causally to
the consumer’s loss. This approach preserves the distinction between liability arising from the
seller’s underlying transaction or product and liability arising from the platform’s own conduct or
failure to perform applicable duties. It also provides a basis for assessing platform responsibility
according to actual control, knowledge, and contribution to the harm rather than imposing automatic
liability merely because the platform facilitated the transaction.

Decentralized and Interoperable ODR

The findings concerning platform-based complaint mechanisms and comparative regulatory
developments have implications for the design of online dispute resolution (ODR) in Indonesia.
Digital dispute resolution does not necessarily have to depend on a single centralized mechanism.
Platform-based complaint systems can provide an initial layer of redress because transaction
records, payment information, communication records, and seller information are already available
within the digital transaction environment.

However, platform-based ODR requires minimum procedural safeguards to ensure that digital
convenience does not undermine consumer rights. These safeguards should include accessibility,
transparency of procedures, clear information regarding dispute status and outcomes, human review
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for contested cases, protection of personal data, preservation of electronic evidence, and an effective
mechanism for escalation to formal alternative dispute resolution or judicial proceedings.

An interoperable ODR framework can therefore connect platform-level complaint mechanisms
with existing formal dispute-resolution institutions. Under this approach, platforms can provide the
initial mechanism for resolving transaction-related complaints while consumers retain access to
external dispute-resolution mechanisms when internal resolution is unsuccessful. Such an
arrangement can improve accessibility without requiring all consumer disputes to be transferred
immediately to a centralized institutional platform. The relationship between platform-based ODR
and formal consumer dispute-resolution institutions should therefore be understood as
complementary rather than substitutive. A platform’s internal complaint mechanism operates as an
initial or private layer of redress based on the contractual and technological environment of the
transaction, whereas the Badan Penyelesaian Sengketa Konsumen (BPSK), or Consumer Dispute
Settlement Agency, is a statutory institution with authority to handle and resolve consumer disputes
through mediation, arbitration, or conciliation under the Consumer Protection Law. Accordingly, an
unsuccessful internal complaint should not prevent consumers from accessing legally recognized
external dispute-resolution mechanisms. The platform mechanism can instead function as an initial
stage that facilitates early resolution while preserving the consumer’s right to escalate the dispute
when internal resolution is unsuccessful (Indonesia, 1999).

Electronic records are also important for ensuring that escalation from platform-based ODR to
external dispute resolution remains effective. Transaction confirmations, payment records, product
descriptions, seller information, consumer communications, complaint submissions, refund
requests, delivery records, and records of the platform’s responses may provide documentary
evidence concerning the transaction and the parties’ conduct. Platform operators should therefore
maintain appropriate records and provide consumers with reasonable access to relevant
documentation when a dispute is escalated, subject to applicable personal-data protection
requirements. Such documentation can reduce evidentiary uncertainty and enable BPSK or another
competent dispute-resolution forum to assess the chronology of the transaction, the responsibilities
of the parties, and the steps already undertaken through the platform’s internal mechanism.

A platform’s internal complaint mechanism operates as an initial or private layer of redress
based on the contractual and technological environment of the transaction, whereas the Badan
Penyelesaian Sengketa Konsumen (BPSK) is a statutory institution with authority to handle and
resolve consumer disputes through mediation, arbitration, or conciliation under the Consumer
Protection Law. Accordingly, an unsuccessful internal complaint should not prevent consumers from
accessing legally recognized external dispute-resolution mechanisms. The platform mechanism can
instead function as an initial stage that facilitates early resolution while preserving the consumer’s
right to escalate the dispute when internal resolution is unsuccessful.

Privacy Governance and Institutional Enforcement

The findings on personal-data protection demonstrate that consumer awareness alone is
insufficient to address privacy risks in digital transactions. The protection of consumers' personal
data is also influenced by organizational practices, data-processing arrangements, information-
system design, internal governance, and institutional supervision. Within this framework, Privacy by
Design, Privacy by Default, data minimization, risk assessment, accountability, and appropriate
organizational privacy functions can operate as complementary safeguards within the Personal Data
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Protection Law. These mechanisms place greater emphasis on preventing privacy risks through
organizational and system-level measures rather than relying solely on consumers to protect
themselves after data-related incidents occur.

Institutional capacity is also important because the Personal Data Protection Law assigns
specific supervisory and enforcement functions to a dedicated data-protection institution. Articles
58-60 of Law No. 27 of 2022 provide the statutory basis for an institution responsible for personal-
data protection, including functions relating to policy formulation, supervision, administrative
enforcement, and facilitation of out-of-court dispute resolution. The effectiveness of these statutory
functions depends not only on the existence of the legal mandate but also on the operationalization
of the institution, including its organizational capacity, supervisory mechanisms, enforcement
procedures, and coordination with other regulatory authorities.

The operationalization of the institutional framework is therefore relevant to e-commerce
because personal-data complaints may involve multiple actors, including platforms, sellers, payment
providers, and other service providers. A functioning supervisory authority can provide regulatory
guidance, monitor compliance, and support consistent enforcement across these actors. At the same
time, institutional enforcement should remain coordinated with sectoral regulators and existing
consumer-protection and dispute-resolution mechanisms to avoid overlapping or fragmented
supervision. The development of institutional capacity under Articles 58-60 is consequently an
important component of translating the formal rights established by the Personal Data Protection
Law into effective protection for consumers in digital transactions.

The effectiveness of these safeguards, however, depends on implementation and institutional
enforcement. Clear obligations need to be accompanied by adequate supervisory capacity,
organizational compliance, accessible complaint mechanisms, and effective remedies for affected
consumers. The comparative literature concerning Singapore, the European Union, and other
jurisdictions provides regulatory perspectives on institutional accountability and data governance,
but those approaches cannot simply be transferred without considering Indonesia's legal and
administrative structure.

Adaptive and Risk-Based Regulatory Reform

The combined findings indicate the need for a regulatory approach capable of responding to
the rapid development of digital commerce while maintaining effective consumer protection. Digital
markets continue to introduce new transaction models, technologies, data-processing practices, and
platform arrangements. At the same time, regulatory requirements that are disproportionate to the
level of risk may create unnecessary compliance burdens for digital businesses. A proportionate and
risk-based regulatory approach can therefore provide a framework for balancing consumer
protection and digital innovation. Such an approach should integrate substantive consumer rights,
differentiated platform accountability, personal-data governance, institutional supervision, and
accessible dispute-resolution mechanisms. Regulatory requirements can be calibrated according to
the nature and level of risks associated with particular digital activities while maintaining minimum
safeguards that apply across the e-commerce ecosystem.

This proportionality is particularly important for micro, small, and medium-sized enterprises
(MSMEs) that participate in e-commerce. Compliance with consumer-protection, electronic-
commerce, and personal-data requirements may create organizational and financial burdens for
smaller businesses, particularly where compliance requires additional documentation, security
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measures, internal procedures, or specialized personnel. The Personal Data Protection Law does not,
however, require every data controller or processor to appoint a dedicated personal-data protection
officer under identical conditions. Article 53 of Indonesia’s Personal Data Protection Law (Law No.
27 of 2022) establishes the obligation to appoint an official or officer performing personal-data
protection functions in specified circumstances, including certain forms of large-scale or systematic
processing. This differentiated statutory approach provides a basis for developing compliance
requirements that are proportionate to the scale, nature, and risk of data processing (Indonesia,
2022).

A risk-tiered compliance framework could therefore distinguish between lower-risk MSME
activities and higher-risk processing conducted by larger platforms or businesses handling sensitive
or large-scale personal data. Lower-risk businesses could receive simplified compliance templates,
standardized privacy notices, basic security guidance, and government-supported compliance
assistance, while higher-risk entities could be subject to more extensive governance, documentation,
risk assessment, monitoring, and dedicated privacy functions where the statutory conditions are met.
Such differentiation would not reduce the minimum rights of consumers; rather, it would calibrate
the organizational means of compliance according to the risks generated by the relevant processing
activities. This approach would also be consistent with the broader objective of adaptive regulation
by reducing disproportionate compliance burdens while maintaining substantive consumer and
personal-data protection.

The regulatory framework should also provide mechanisms for continuous adjustment as
digital markets and technologies develop. In this context, Permendag No. 19 of 2026 introduces
several developments relevant to consumer protection and platform governance. First, the
regulation strengthens business-legality requirements for PMSE actors, including requirements
concerning business licensing and the identification of business actors through the NIB. This provides
a clearer basis for merchant verification and may improve consumer trust by strengthening the
traceability of sellers operating through digital platforms. Second, the regulation introduces specific
responsibilities concerning the use of Artificial Intelligence (Al), including informing and/or labeling
consumers when goods, services, recommendations, promotions, or other relevant information are
produced using Al. PPMSE are also required to establish proportionate internal Al governance and
mechanisms for handling complaints or corrections related to Al-generated information. These
provisions extend consumer protection to emerging risks associated with synthetic or Al-generated
commercial content.

Third, Permendag No. 19 of 2026 strengthens transparency and consumer protection in
relation to information and costs associated with electronic commerce. Clear information concerning
products, services, and applicable costs can reduce information asymmetry and support more
informed consumer decisions. Fourth, the regulation strengthens the policy of prioritizing domestic
products by requiring PPMSE to provide promotional space and, for specified business models, to
prioritize the visibility of domestic products, including products offered by micro and small
enterprises. These provisions demonstrate a regulatory approach that combines consumer
protection, business formalization, responsible technology use, and support for domestic products
within the digital-commerce ecosystem.

These developments are relevant to the adaptive and risk-based regulatory approach identified
in this study. The 2026 regulation responds to emerging digital-market practices without treating all
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platform activities as subject to identical requirements. However, its effectiveness will depend on
implementation, supervisory capacity, merchant compliance, platform governance, and the ability of
consumers to understand and exercise their rights. Because Permendag No. 19 of 2026 was issued
after the 2015-2025 literature-review period, these provisions are treated as a subsequent legal
development and contextual update rather than as part of the 25-article scholarly literature sample.

Overall, the discussion demonstrates that strengthening digital consumer protection in
Indonesia requires an integrated regulatory architecture rather than the addition of isolated legal
provisions. The principal policy directions emerging from the analysis are clearer allocation of
responsibilities among digital-market actors, stronger platform accountability according to
functional roles, interoperable ODR mechanisms, institutionalized privacy governance, and adaptive
risk-based regulation. These directions provide a basis for addressing the implementation and
coordination gaps identified in the literature while maintaining the legal protection of consumers
within Indonesia's evolving e-commerce ecosystem.

5. CONCLUSION

This study contributes an integrated legal perspective on digital consumer protection in
Indonesia by connecting differentiated seller and platform responsibilities within a shared-
responsibility framework. Indonesia has established a substantial regulatory foundation through the
Consumer Protection Law, Personal Data Protection Law, ITE Law as amended by Law No. 1 of 2024,
Government Regulation No. 80 of 2019, and regulations governing electronic systems and electronic
commerce. However, effectiveness remains affected by fragmented implementation, platform
accountability, consumer literacy, personal-data governance, institutional supervision, and digital
dispute-resolution safeguards. In the short term, the Ministry of Trade should strengthen
coordination among PMSE, consumer-protection, and dispute-resolution institutions, while e-
commerce platforms should provide accessible complaint mechanisms with minimum standards for
transparency, documentation, human review, personal-data protection, and escalation to external
dispute resolution. Where transactions involve fulfillment, transportation, or delivery services,
complaint procedures should also clarify the responsibilities of relevant logistics and transportation
actors.

In the medium term, the institution responsible for personal-data protection supervision
should strengthen compliance guidance, monitoring, and enforcement, particularly for high-risk data
processing. Coordination should also connect platform-based complaint mechanisms with formal
dispute-resolution institutions and clarify evidence preservation, escalation procedures, and
differentiated responsibilities. Compliance guidance for MSMEs should be proportionate to the scale,
nature, and risk of their activities while maintaining minimum consumer and personal-data
protection standards. In the long term, Indonesia should develop an adaptive and risk-based
regulatory framework that can respond to changes in digital commerce, platform business models,
data processing, and interconnected logistics services. Periodic evaluation and institutional
coordination should ensure that regulatory adaptation does not weaken substantive consumer rights
and remedies.

The subsequent development of Indonesia’s PMSE framework is also relevant. Permendag No.
19 of 2026 concerning the Implementation of Trading Through Electronic Systems was issued in June
2026 and replaced Permendag No. 31 of 2023. Because it was issued after the 2015-2025 literature-
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review period, it is treated as a subsequent legal development and contextual update rather than part
of the 25-article scholarly evidence base. This study is limited by its reliance on secondary scholarly
literature and doctrinal legal materials and the absence of empirical data from consumers, platforms,
regulators, and dispute-resolution institutions. Future research should empirically examine
platform-based ODR, consumer access to remedies, institutional coordination, personal-data
compliance, and the implementation of Permendag No. 19 of 2026.
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